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Abstract ــــ  the 5G technologies will 
revolutionize the way high- bandwidth users 
access their phones. With 5G technology 
available on VOIP-enabled devices, users 
can expect unprecedented levels of call 
volume and data transmission. The 
application of 5G technology spans across 
various services such as Product 
Engineering, Documentation, and e- 
Transactions. As consumers become more 
aware of mobile phone technology, they 
expect to have access to advanced features 
in their cellular phones. As a result, leading 
cell phone manufacturers are constantly 
searching for new technological 
advancements to stay ahead of their 
competitors. For example, Apple's recent 
launch of the iPhone involved numerous 
features embedded in such a small device 
are truly remarkable. In order for 5G to be 
successfully implemented, it is important to 
use geographic information systems to 
access the necessary bandwidth and 
prevent network obstructions. Due to 5G's 
higher frequencies, large data flows, and 
short range, even minor obstructions such 
as doors or rain can disrupt the network. 
Therefore, accurate and reliable geospatial 
data is crucial for implementing these 
networks. 
Key Words: 5G, Mobile Technology, 
Spatial Analysis. 

 
 

1. INTRODUCTION 

5G presents a great opportunity for 
policymakers to empower both citizens and 
businesses. It can play a crucial role in 
transforming cities into smart cities, 
which 

means that people can participate and 
benefit from the advanced, data-intensive, 
digital economy. By providing gigabit speeds, 
5G promises to deliver an improved end-user 
experience, and significantly improved 
performance and reliability, offering new 
applications and services. This will enable 
wireless operators to move beyond providing 
connectivity services to developing rich 
solutions and services for consumers and 
industry across a range of sectors. 

5G is expected to increase data rates 
dramatically and reduce latency to below 
1ms, which is ideal for mission-critical 
services where data are time-sensitive. With 
its high-speed capability, 5G networks can 
provide a range of high-speed broadband 
services, offering an alternative to last-mile 
access, such as FTTH or copper 
connections. The 5G standards envisage 
various types of wireless services, including 
high-speed links with peak rates of 2 to 
20Gbps, low-speed links with high 
connection density (1 mn/Km2) for sensing 
and actuating devices (like IoT), and a new 
class of links that achieve both low latency 
(less than 1 ms round trip time) and high 
connection reliability (link outage of 0.99999). 

 
 
The services offered by 5G have the potential 
to create a revolutionary class of 
applications. It will extend the use of wireless 
technologies, for the first time, across 
completely new sectors of the economy. 5G 
will enable both existing and new wireless 
service providers to develop novel business 
models to offer innovative applications to 



individuals and different economic verticals, 
including industrial, commercial, 
educational, healthcare, agricultural, 
financial, and social sectors. 

The upcoming 5G terminals will come 
equipped with software-defined radio 
modulation schemes and new error-control 
schemes that can be downloaded from the 
Internet while in use. The development focus 
is on the user terminals for 5G mobile 
networks. These terminals will have access 
to different wireless technologies 
simultaneously, and they will be able to 
combine different flows from various 
technologies. Each network will handle user 
mobility, while the terminal will make the 
final decision among different wireless or 
mobile access network providers for a given 
service. The mobile phone can choose the 
best connections by considering specific 
constraints and dynamically changing them 
during a single end-to-end connection. 

 
2. History of Cellular Technologies 

 
To fully comprehend 5G, its implications, 
and its advantages, it is essential to first 
have a fundamental understanding of its 
predecessors. Let's take a quick look at each 
of the preceding cellular technologies. 

• 1G (Analog) 

1G, also known as the first generation of 
wireless communication, was launched in 
the 1980s. People could make basic calls 
between their mobile phones with a data 
transfer speed of 2.4 Kbps. 

• 2G (GPRS) 

A decade after 1G's introduction, 2G was 
launched in 1991 as the first-ever digital 

cellular network. It provided users with 
internet connectivity, voice calls, and text 
messages (SMS) at a speed of 50 Kbps. 

• 3G (UMTS) 

The third generation of telecommunications 
technology was established in 1998 with a 
speed of 2 Mbps. 3G initiated the smartphone 
revolution as users could, for the first time, 
send pictures and make video calls. 

• 4G (LTE) 

4G, the present standard of wireless 
technology, was released in 2008, enabling 
data-intensive activities like HD live media 
streaming, gaming, video conferencing, and 
much more. It has a maximum speed of 100 
Mbps. 

• 5G Technology 

5G is a revolutionary stamp in the history of 
wireless communications. It's not only an 
upgraded version of 4G but a discrete 
technology altogether. The minimum data 
transfer speed for this new network is 1 Gbps, 
with potential speeds of up to 50 Gbps. In 
some test environments, it has even reached 
speeds of 1 Tbps, which is approximately 
65000 times faster than 4G networks. This 
incredible speed has many potential benefits 
across different industries, from predicting 
production lines to reducing the likelihood of 
road accidents. The launch of this new 
network has been eagerly anticipated and is 
set to take place in April 2019. 

 
3. The impact of 5G on our lives and 

Work 

What Is the Impact Of 5G Technology in Our 
Work and Lives? 



The impact of 5G on our daily lives and 
businesses will be enormous. The speed of 
the internet will increase by an order of 
magnitude and latency will significantly 
decrease. These changes alone are game- 
changing developments. However, the 
impact of 5G goes beyond that. It will 
revolutionize our economy, culture, and 
society by enabling smart cities, connected 
cars, the Internet of Things (IoT), 
augmented reality (AR), and more. But what 
does this mean for entrepreneurs and 
consumers? It's a huge technological 
revolution and great features will improve 
lifestyle and work efficiency. 

Fifth-generation wireless broadband, 5G, is 
the most advanced development in mobile 
technology. It promises to revolutionize the 
way we use mobile internet with lightning-
fast speeds that can stream immersive 
videos and download entire movies or 
games in seconds. This would enable 
instant connection to high-end gaming sites. 

Moreover, 5G technology has the potential 
to bring a new wave of technologies that 
could change our daily lives. For instance, 
autonomous vehicles will be able to 
communicate, upload, and download real- 
time information while on the road. 
Telemedicine will become more common as 
bandwidth expands. Augmented reality 
glasses powered by 5G technology could 
also become an extension of our 
smartphones, allowing us to bring our digital 
worlds into reality. 

One of the most exciting features of 5G 
technology is the ability to connect multiple 
devices over short distances at very high 
speeds. This means that when a group of 
people in the same room or office space are 
connected via 5G networks, they can 
easily 

swap files or exchange information without 
delay. As businesses begin to adopt this 
technology, it will be interesting to see how 
employees respond to increased efficiency 
and productivity. 

What Is the Difference Between 5G And 4G? 

It's important to note that while 5G has been 
marketed as being up to 100 times faster 
than 4G, real-world testing has not yet 
proven this claim. However, users who have 
access to 5G can expect significantly faster 
speeds and more reliable connections 
compared to those who only have 4G 
connectivity. 

5G is the fifth generation of wireless 
technology and is designed to provide 
speeds over 100 times faster than 4G. 
Theoretically, we should be able to download 
a 1GB movie in just 3.6 seconds on 5G, 
compared to six minutes on 4G. 

The higher frequencies at which 5G operates 
allow it to handle more data at once, between 
30 GHz and 300 GHz. This massive range of 
radio waves offers plenty of room for data and 
speed. In contrast, 4G has less space due to 
its lower frequency range, so 5G has more 
capacity and speed. 

 
4. EVOLUTION FROM 1G TO 5G 

Cell phones are used by millions and billions 
of users worldwide, but how many of us 
actually know the technology behind our 
phones that is used for communication? The 
generations of wireless telecom connectivity 
- 1G, 2G, 3G, and 4G ('G' stands for 
'Generation') - have evolved over time to 
provide us with the advanced technology we 
have today. 

1G, the initial wireless telecom network 
system, used Time Division Multiple Access 



and Frequency Division Multiple Access, 
which is now outdated. The analog 'brick 
phones' and 'bag phones' were under 1G 
technology. However, this era marked the 
beginning of cell phones. 

Next came 2G, which took the place of 1G. 
The leap from 1G to 2G effectively took cell 
phones from analog to digital, with GSM and 
CDMA connections. GSM is still the most 
popular technology, but it doesn't provide 
internet access. However, GPRS was 
developed for internet access, and EGPRS 
was created thereafter, which is more secure 
and faster than GPRS. 

Then, 3G came, providing broadband-speed 
internet connection on mobile phones. It 
was specially made to meet the demands of 
internet usage on smartphones. Further 
development led to the creation of 3.5G, 
which provides even faster internet 
connection speeds, up to 7.2 MBPS. These 
technologies are ideal for connecting 
smartphones to PCs to share internet 
connections. However, as WCDMA 
technology is not available in all regions, it's 
not as popular as GSM yet. 

Before the major leap from 2G to 3G 
wireless networks, 2.5G was an interim 
standard that bridged the gap. Following 
2.5G, 3G ushered in faster data 
transmission speeds, allowing for more 
data-demanding usage such as streaming 
videos and audios. Today, cell phone 
companies are spending a lot of money 
branding the importance of their 3G 
network. 

The above systems and radio interfaces are 
based on kindred spread spectrum radio 
transmission technology. While the GSM 
EDGE standard ('2.9G'), DECT cordless 
phones, and Mobile Wi-MAX standards 
formally  fulfill  the  requirements  and  
are 

approved as 3G standards by ITU, these are 
typically not branded as 3G and are based on 
completely different technologies. 
4G, also known as 'beyond 3G' or 'fourth- 
generation' cell phone technology, refers to 
the entirely new evolution. Developers are 
now going for 4G (OFDMA), which will 
provide internet up to the speed of 1 GBPS! 
It is said to be able to overcome the problems 
of weak network strength and should provide 
a much wider network, making sure that the 
users get high-speed connectivity anytime, 
anywhere. 
No doubt, 4G will open new doors of 
revolutionary internet technologies, but for 
now, 3G and 3.5G are the best. 4G will allow 
for speeds of up to 100Mbps and promises 
voice, data, and high-quality multimedia in 
real-time form all the time and anywhere. 

 
Figure 2. The evolution of 5G 

TABLE 1: Features available in 1G to 4 G 

 
 
 
 
 
 
 

5. 5G TECHNOLOGY AND BENEFITS 

5G technology has become the foundation 
for future communications due to its new 
network architecture. Below are some of the 
key features that you should know about: 

- Low to Zero Latency: When you need to 
make quick decisions or operate machines 
and  software  in  real-time,  network 

1G Voice Services 

2G Improved voice and text messaging 
 
3G 

Integrated voice and affordable mobile 
Internet 

4G High-capacity mobile multimedia and LTE 
 



interference and delays can be fatal. 5G has 
nearly zero latency, reducing 4G's 50- 
millisecond latency to just one millisecond. 
This is beneficial for not only quick-loading 
websites, but also for connected 
autonomous vehicles, remote surgery, and 
responsive virtual reality. 

- Increased Connection Density: If you've 
ever tried to connect to mobile data in a 
crowded public event, you know how 
important connection density is. 4G can only 
support up to 2000 devices within a 0.38-
mile radius, while 5G can handle up to 1 
million devices in the same space. 

- Enhanced Precision: 5G is the latest radio 
technology that uses shorter wavelengths 
and higher radio frequencies within the 30 
GHz to 300 GHz range. As a result, it has 
much-improved precision capabilities 
compared to 4G, which makes it highly 
useful for GPS-enabled devices. 

- Improved Battery Life: Reduced latency 
and increased speed are likely to result in 
less battery consumption. Eventually, 5G 
will increase the battery life of smartphones 
and IoT devices by up to 10 times. 

- New Use Cases: The exclusive features of 
5G technology, including high bandwidth, 
near-zero latency, and augmented 
connection density, have opened up 
exciting new use cases that were not 
possible in the age of 4G. These include 
Cloud AR/VR, Industrial IoT, Connected 
Automotive, Remote Machinery Control, 
Smart Cities, and Wireless eHealth. 

TABLE 2. Features Need of 5G 
Connectivity (Wireless/Wired) 

High Speed, Connection Density 

Low Cost, Low latency, Enhanced Precision 

Power saving systems, New Use Cases 
 

Figure 3. Feature of 5G technology 
 

Figure 4. The three categories of 5G development: 
EMBB, MMTC, and URLLC. 

 
 

6. How 5G Technology Works 

5G technology operates on three distinct 
spectrum bands, which are as follows: 

1. High Band Spectrum: This spectrum band 
is responsible for providing the highest 
performance of 5G with a speed that can 
reach up to 10 Gbps. However, it has some 
drawbacks, such as low coverage area and 
poor building penetration. 



2. Mid band Spectrum: This spectrum band 
lies between the high and low band 
spectrum and offers a maximum speed of up 
to 1 Gbps. However, its wall penetration 
mechanism is not very good. 

3. Low Band Spectrum: This is the primary 
band used by connectivity carriers, offering 
a high coverage area and impressive wall 
penetration. It is also known as the 1GHz 
range. 

 
7. CONCEPTS FOR 5G

 MOBILE 
NETWORKS 

In 5G mobile networks, the focus is on the 
development of user terminals with 
software- defined radios and modulation 
schemes. These terminals will be able to 
access different wireless
 technologies simultaneously 
and combine different flows from various 
technologies. Additionally, new error-control 
schemes can be downloaded from the 
internet. Instead of relying on vertical 
handovers, which are not feasible with 
many technologies and operators, each 
network will handle user mobility. The 
terminal will make the final choice among 
different wireless/mobile access network 
providers for a given service, based on 
open intelligent middleware in the mobile 
phone. 
The upcoming 5G terminals will come 
equipped with software-defined radios, 
modulation schemes, and new error-control 
systems that can be easily downloaded 
from the internet. These terminals will also 
have simultaneous access to different 
wireless technologies and should be able to 
combine different data flows from these 
technologies. In the 5G era, each network 
will manage user mobility, while the terminal 
will make the final selection among various 
wireless and mobile access network 
providers for a given service. For a better 
understanding of the 5G mobile terminal 
design, we will now discuss each OSI layer 
in detail (as shown in Table 2). 

TABLE 2: Layers in 5G Architecture 

Application Layer 
 

Application (Services) 
Presentation Layer 

Session Layer  
Open Transport Protocol 

(OTP) 
Transport Layer 

 
Network Layer 

Upper Network Layer 

Lower Network Layer 

Data Link Layer  
Open Wireless 

Architecture (OWA) 
Physical Layer 

 
• Physical/MAC Layers 
The Physical and Medium Access Control 
layers consist of two parts, namely OSI layer 
1 and OSI layer 2, which are designed for the 
wireless medium. These two layers form the 
foundation for the 5G network in mobile 
communications. 

• Network Layer 
The network layer is built on IP (Internet 
Protocol) and there are typically two types of 
IP, namely Ipv4 and Ipv6. Although Ipv4 is 
more widely used, it has certain limitations 
such as limited address space and no 
support for quality of service (QoS). Ipv6, on 
the other hand, addresses these issues but is 
not without its own limitations, such as larger 
packet headers, which makes mobility a 
challenge. Different mobile networks will use 
Mobile IP in 5G, with each mobile terminal 
acting as a Foreign Agent (FA) to keep the 
Care of Address (CoA) mapping between its 
fixed Ipv6 address and CoA address for the 
current wireless network. Additionally, the 
mobile network will be attached to several 
other mobile networks or wireless networks 
at the same time, therefore, maintaining 
different IP addresses for each interface, with 
each of these IP addresses serving as a CoA 
for the foreign agent placed in the mobile 



phone. As a result, 5G phone 
manufacturers will use a fixed IPv6 address 
in the mobile phone. To accommodate 
multi-wireless network environments, the 
network layer in 5G is divided into two sub-
layers, namely the Lower network layer and 
the Upper network layer. The Lower layer 
network is specific to each interface, while 
the Upper layer network is specific to the 
mobile terminal. The middle layer between 
the Upper and Lower network layer is 
responsible for maintaining address 
translation from the Upper network address 
(Ipv6) to different Lower network IP 
addresses (Ipv4 or Ipv6). 

• Open Transport Protocol (OTA) Layer 
The OTA layer works differently for wireless 
networks as compared to wired networks. In 
all TCP versions, segments are lost, and it is 
assumed that segments are lost due to 
congestion  in the network. In 
 wireless networks, however, there will be 
losses due to high bit error ratios in the 
radio interface. To address this issue, TCP is 
used for mobile networks and  wireless
 networks, which allows lost or damaged 
TCP segments to be retransmitted over 
the wireless link. 5G mobile terminals
 are designed to  have transport 
layers that are easy to download and 
install. In such mobiles, it is possible to 
download a new version targeted at a 
specific wireless technology installed at 
the base stations. 
• Application Layer 
The 5G mobile terminal is designed to 
provide excellent quality of services over 
different and varied networks. Currently, 
mobile internet users manually select the 
wireless port for different internet services 
without the possibility of using QoS history to 
select the best wireless connection for a 
given service. A 5G phone will provide the 
possibility for QoS testing and storage of 
measured information in the mobile 
terminal. Different QoS parameters such as 
delay, jitter, losses, bandwidth, and reliability 
will be 

stored in a database in the 5G mobile running 
on the mobile terminal as system processes. 
This database will provide the best suitable 
wireless connection automatically based on 
the required QoS. 

 
8. 5G MOBILE NETWORK 

ARCHITECTURE 

The diagram below illustrates the system 
model for designing a network architecture 
that facilitates interoperability between 
wireless and mobile networks for 5G mobile 
systems. The proposed model is based on an 
all-IP architecture. The system comprises a 
user terminal, which plays a crucial role in the 
new architecture, and several independent, 
autonomous radio access technologies. 
Each radio access technology in the terminal 
serves as an IP link to the outside Internet 
world. However, each Radio Access 
Technology (RAT) requires a different radio 
interface in the mobile terminal. For example, 
if we need access to four different RATs, we 
must have four different accesses specific to 
each interface in the mobile terminal. All of 
these interfaces must be active 
simultaneously for this architecture to be 
functional. 

 

Figure 5. 5G MOBILE NETWORK ARCHITECTURE 



9. FEATURES OF 5G TECHNOLOGY 
• 5G technology offer high resolution for 

cell phone user and bi-directional 
large bandwidth shaping. 

• The advanced billing interfaces of 5G 
technology make it more attractive 
and effective. 

• 5G technology also provides 
subscriber supervision tools for fast 
action. 

• The high-quality services of 5G 
technology based on Policy to avoid 
error. 

• 5G technology is providing large 
broadcasting of data in Gigabit which 
supports almost 65,000 connections. 

• 5G technology offers a transporter- 
class gateway with unparalleled 
consistency. 

• The traffic statistics by 5G technology 
make it more accurate. 

• Through remote management offered 
by 5G technology a user can get 
better and fast solution. 

• The remote diagnostics is also a great 
feature of 5G technology. 

• The 5G technology is providing up to 
25 Mbps connectivity speed. 

• The 5G technology also support 
virtual private network. 

• The new 5G technology will take all 
delivery services out of business 
prospect 

• The uploading and downloading 
speed of 5G technology touching the 
peak. The 5G technology network 
offers enhanced and available 
connectivity to just about the world. 

 
10. Geographic Information Systems 

(GIS) WITH 5G TECHNOLOGY 
Spatial analysis refers to the process of 
analyzing spatial data through the use of 
mapping software and geographic 
information systems (GIS). By combining 
5G 

technology with spatial analysis, it would be 
possible to analyze and visualize data in real- 
time, enabling faster decision-making and 
more accurate predictions. For example, 5G 
mobile technology could be used to collect 
and analyze real-time traffic data, which 
could then be used to optimize traffic flow and 
reduce congestion. 
Overall, the combination of 5G mobile 
technology and spatial analysis has the 
potential to revolutionize the way we analyze 
and visualize data, leading to more efficient 
and effective decision-making processes. 
• Merging Geographic Information Systems 
(GIS) with 5G technology can lead to 
sustainability in various sectors, such as 
smart cities, agriculture, healthcare, and 
environmental conservation. For example, it 
can revolutionize agriculture and remote 
healthcare. The partnership between GIS 
and 5G technology offers a promising path 
forward in pursuing a more sustainable and 
inclusive world. It's crucial that telecom 
companies, governments, and stakeholders 
acknowledge and harness the potential of 
this synergy to drive change, not just in 
emerging markets but worldwide. 

Using GIS has many benefits, such as 
choosing the best location to support the 
planning of ultra-dense 5G Base Stations 
(BSs) in indoor and outdoor areas. GIS can 
also help address the cost challenges facing 
5G. By utilizing spatial modeling and 
visualization approaches, GIS can simulate 
the signal propagation and service coverage 
of 5G BSs in urban areas. 

• The Importance of Spatial Data for 5G 
Technology 

Spatial datasets, such as topographic (DEM), 
demographics data, and weather data, are 
vital for telecom companies to create and 
implement their networks. By utilizing spatial 
analytics, companies can make informed 



decisions and work with a precise cloud- 
native mapping solution. This enables them 
to easily visualize data, make informed 
decisions, and interact with the information 
in an efficient manner. 

• Three Location Intelligence Uses for 5G 
Technology Rollout 

Let's explore three different approaches for 
utilizing Location Intelligence in 5G network 
planning, deployment, and optimization. 

1) 5G Network Planning and Deployment 
The primary objective of network planning 
and deployment  is   to  address 
 the requirements of the  operator and
  the customer effectively and efficiently. 
Using Geographic Information Systems 
(GIS) in network planning and 
deployment allows telecom companies to
 achieve these objectives and also: 
• Solve challenges related to service 

qualification. 
• Determine the site selection of 

network components. 
• Discover opportunities for new Identify 

the best ways to connect network 
components. 

• Markets Enhance service delivery 
T-Mobile utilized spatial indexing to simplify 
its complex data sets and address crucial 
challenges such as service qualification on 
a large scale. T-Mobile partnered with 
CARTO to create a dashboard that enabled 
them to convert radio frequency 
propagations into hexbins. This helped their 
geospatial team visualize and analyze each 
cell site's coverage in relation to the 
households to be served. 

2) 5G Network Management Optimization 
and Expansion. 

Telecom companies require spatial data 
science to manage and optimize their 
network resources and operations 
effectively. 

By using map spatial data, these companies 
can easily assess the status of their 
infrastructure and analyze the proximity of 
network towers and cables to customers. 
This data can also help them evaluate 
network suitability for expansion. 

Integrating spatial data into their dashboard 
can assist in troubleshooting network 
incidents and identifying the location of the 
strongest signal for the proper installation of 
customer equipment. 

3) Smart Cities & IoT Planning 
Smart cities can benefit from the utilization of 
5G technology and road traffic data to 
communicate real-time road conditions to 
sensors and devices that power 
transportation and traffic systems. In case of 
commuter traffic congestion, these devices 
can quickly and automatically redirect traffic, 
and also inform the autonomous vehicle 
systems about the issues on the road. This 
helps to improve the overall efficiency and 
safety of the transportation and traffic 
systems in the smart cities. 

Figure 6. Network Management in ArcGIS 
Future work, we plan to extend the current 

work with the 5G and cybersecurity work 
introduced in [8-87].  

References 
[1] Bhavika Patel, Mehul Patel, “Introduction About 5G 
Mobile Technology”, International Journal of Engineering 
Research & Technology (IJERT), Vol 6 Issue 06, June 2017. 
[2] Bich Thuy, “The Future of 5G”, October 2019. 
[3] Neha Gehlot, Ritu Sindhu, “5G Technology of Mobile 
Communications”, Galgotias University, SGT University, Vol. 
9, October 2013. 
[4] LEO GIOSUÈ, “The impact of 5G on our daily lives”, 
Jerusalem Post, March 2022. 
[5] Jaydeep Patadiya, “The Latest Impact of 5G 



Technology on Mobile App Development: Hip or Hype?”, 
Radixweb, August 2021. 
[6] Qi Wang,Xiang Zhao,Zhantian Lv,Xiaoya 
Ma,Ruitian Zhang,Yifan Lin, “Coupling GIS and heuristic 
optimization”, Elsevier, December 2020. 
[7] Channing Lovett, “Using Spatial Analysis for 5G 
Rollout”, CARTO, Jul 2022. 
[8] A. A. Khalil, M. A. Rahman and H. A. Kholidy, 
"FAKEY: Fake Hashed Key Attack on Payment Channel 
Networks," 2023 IEEE Conference on Communications 
and Network Security (CNS), Orlando, FL, USA, 2023, pp. 
1-9, doi: 10.1109/CNS59707.2023.10288911. 
[9] Hisham A. Kholidy, Fabrizio Baiardi, A. Azab, "A 
Data-Driven Semi-Global Alignment Technique for 
Masquerade Detection in Stand-Alone and Cloud 
Computing Systems", is Submitted in ", granted on January 
2019, US 20170019419 A1.   
[10] Hisham A. Kholidy, “Accelerating Stream Cipher 
Operations using Single and Grid Systems”, US Patent and 
Trademark Office (USPTO), April 2012, US 20120089829 
A1. 
[11] Hisham Kholidy, “Multi-Layer Attack Graph Analysis 
in the 5G Edge Network Using a   Dynamic   Hexagonal   
Fuzzy   Method”, Sensors   2022, 22, 9. 
https://doi.org/10.3390/s22010009. (IF: 3.576). 
[12] Hisham Kholidy, “Detecting impersonation attacks 
in cloud computing environments using a centric user 
profiling approach”, Future Generation Computer Systems, 
Volume 117, issue 17, Pages 299-320, ISSN 0167-739X, 
https://doi.org/10.1016/j.future.2020.12.009, (IF:
 7.307). April 2021, 
https://www.sciencedirect.com/science/article/pii/S0167739
X20330715 
[13] Hisham Kholidy, “Autonomous Mitigation of Cyber 
Risks in Cyber-Physical Systems”, Future Generation 
Computer Systems, Volume 115, February 2021, Pages 
171-187, ISSN 0167-739X, (IF: 7.307) DOI: 
https://doi.org/10.1016/j.future.2020.09.002 
https://www.sciencedirect.com/science/article/pii/S0167739
X19320680 
[14] Hisham A. Kholidy, “An Intelligent Swarm based 
Prediction Approach for Predicting Cloud Computing User 
Resource Needs”, the Computer Communications Journal,
 Feb 2020 (IF: 5.047). 
https://authors.elsevier.com/tracking/article/details.do?aid=
6085&jid=COMCOM&surname=Kholidy 
[15] Hisham A. Kholidy, “Correlation Based Sequence 
Alignment Models for Detecting Masquerades in Cloud 
Computing”, IET Information Security Journal, DOI: 
10.1049/iet-ifs.2019.0409, Sept. 2019 (IF: 1.51) 
https://digital- library.theiet.org/content/journals/10.1049/iet-
ifs.2019.0409 
[16] I. Elgarhy, M. M. Badr, M. Mahmoud, M. M. Fouda, 
M. Alsabaan and Hisham A. Kholidy, "Clustering and 
Ensemble Based Approach For Securing Electricity Theft 
Detectors Against Evasion Attacks", in IEEE Access, 
January 2023, doi: 10.1109/ACCESS.2023.3318111. (IF: 
3.55). 
[17] Mustafa, F.M., Hisham A. Kholidy, Sayed, A.F. et 
al. “Backward pumped distributed Raman amplifier: 
enhanced gain”, Optical Quantum Electron 55, 772 (2023). 
https://doi.org/10.1007/s11082-023-05066-3 (IF: 3.0). 
[18] Alahmadi TJ, Rahman AU, Alkahtani HK, Hisham 

A. Kholidy “Enhancing Object Detection for VIPs Using 
YOLOv4_Resnet101 and Text-to-Speech Conversion 
Model”, Multimodal Technologies and Interaction. 2023; 
7(8):77. https://doi.org/10.3390/mti7080077 (IF: 3.17). 
[19] Alkhowaiter, M.; Hisham A. Kholidy.; Alyami, M.A.; 
Alghamdi, A.; Zou, C, “Adversarial-Aware Deep Learning 
System Based on a Secondary Classical Machine Learning 
Verification Approach”. Sensors 2023, 23, 6287. 
https://doi.org/10.3390/s23146287 (IF: 3.9).       
[20] Badr, Mahmoud M., Mohamed I. Ibrahem, Hisham A. 
Kholidy, Mostafa M. Fouda, and Muhammad Ismail. 2023. 
"Review of the Data-Driven Methods for Electricity Fraud 
Detection in Smart Metering Systems" Energies 16, no. 6: 
2852. 2023 (IF: 3.25). https://doi.org/10.3390/en16062852 
[21] A Jakaria, M. Rahman, M. Asif, A. Khalil, Hisham 
Kholidy, M. Anderson, S. Drager, "Trajectory Synthesis for a 
UAV Swarm Based on Resilient Data Collection Objectives," 
in IEEE Transactions on Network and Service Management, 
2022, doi: 10.1109/TNSM.2022.3216804. (IF: 4.75). 
https://ieeexplore.ieee.org/document/9928375?source=autho
ralert 
[22] Mustafa, F.M., Hisham Kholidy., Sayed, A.F. et al., 
“Enhanced dispersion reduction using apodized uniform fiber 
Bragg grating for optical MTDM transmission systems”. 
Optical and Quantum Electronics 55, 55 (December 2022). 
https://doi.org/10.1007/s11082-022-04339-7 . (IF: 2.79). 
[23] Hisham A. Kholidy, Abdelkarim Erradi, “VHDRA: A 
Vertical and Horizontal Dataset Reduction Approach for 
Cyber-Physical Power-Aware Intrusion Detection Systems”, 
SECURITY AND COMMUNICATION NETWORKS Journal 
(IF: 1.968), March 7, 2019. vol. 2019, 15 pages. 
https://doi.org/10.1155/2019/6816943. 
[24] Hisham A. Kholidy, Abdelkarim Erradi, Sherif 
Abdelwahed, Fabrizio Baiardi, "A risk mitigation approach for 
autonomous cloud intrusion response system", in Journal of 
Computing, Springer, DOI: 10.1007/s00607-016-0495-8, 
June 2016. (IF: 2.42). 
[25] Hisham A. Kholidy, Fabrizio Baiardi, Salim Hariri, 
“DDSGA: A Data-Driven Semi- Global Alignment Approach 
for Detecting Masquerade Attacks”, in IEEE Transactions on 
Dependable and Secure Computing, DOI 
10.1109/TDSC.2014.2327966, May 2014. (ISI Impact factor: 
6.791). 
[26] Hisham A. Kholidy, Hala Hassan, Amany Sarhan, 
Abdelkarim Erradi, Sherif Abdelwahed, "QoS Optimization for 
Cloud Service Composition Based on Economic Model", 
Book Chapter on the Internet of Things. User-Centric IoT, 
2015, Volume 150 ISBN : 978- 3-319-19655-8 
[27] Atta-ur Rahman, Maqsood Mahmud, Tahir Iqbal, 
Hisham Kholidy, Linah Saraireh, et al “Network anomaly 
detection in 5G networks”, The Mathematical Modelling of 
Engineering Problems journal, April 2022, Volume 9, Issue 2, 
Pages 397-404. DOI 10.18280/mmep.090213 
[28] Hisham A Kholidy., et al. “A Survey Study For the 5G 
Emerging Technologies", Acta Scientific Computer 
Sciences 5.4 (2023): 63-70, DOI: 
10.13140/RG.2.2.22308.04485. 
[29] Hisham A. Kholidy, Fabrizio Baiardi, Salim Hariri, 
Esraa M. ElHariri, Ahmed M. Youssouf, and Sahar A. 
Shehata, “A Hierarchical Cloud Intrusion Detection System: 
Design and Evaluation”, in International Journal on Cloud 
Computing: Services and Architecture (IJCCSA), November 
2012. DOI 10.5121/ijccsa.2012.2601 
[30] Hisham A. Kholidy, Alghathbar Khaled s., “Adapting 

http://www.sciencedirect.com/science/article/pii/S0167739X20330715
http://www.sciencedirect.com/science/article/pii/S0167739X20330715
http://www.sciencedirect.com/science/article/pii/S0167739X19320680
http://www.sciencedirect.com/science/article/pii/S0167739X19320680
https://doi.org/10.1007/s11082-023-05066-3
https://doi.org/10.3390/mti7080077
https://doi.org/10.3390/s23146287
https://doi.org/10.3390/en16062852
https://doi.org/10.1109/TNSM.2022.3216804
https://doi.org/10.1155/2019/6816943


and accelerating the Stream Cipher Algorithm RC4 using 
Ultra Gridsec and HIMAN and use it to secure HIMAN 
Data”, Journal of Information Assurance and Security 
(JIAS), vol. 4 (2009)/ issue 4,pp 274,tot.pag 283, 2009. 
http://www.mirlabs.org/jias/vol4-issue6.html 
[31] Hisham A. Kholidy, “A Smart Network Slicing 
Provisioning Framework for 5Gbased IoT Networks”, The 
10th International Conference on Internet of Things: 
Systems, Management and Security (IOTSMS 2023). San 
Antonio, Texas, USA. October, 2023.  
[32] Hisham A. Kholidy, “Towards A Scalable 
Symmetric Key Cryptographic Scheme: Performance 
Evaluation and Security Analysis”, IEEE International 
Conference on Computer Applications & Information 
Security (ICCAIS), Riyadh, Saudi Arabia, May 1-3, 2019. 
https://ieeexplore.ieee.org/document/8769482. 
[33] Hisham A. Kholidy, "A Study for Access Control 
Flow Analysis With a Proposed Job Analyzer Component 
based on Stack Inspection Methodology", the 2010 10th 
International Conference on Intelligent Systems Design 
and Applications (ISDA), pp 1442-1447, Cairo, Egypt, vol. 
IEEE Catalog Number: CFP10394-CDR, 2010. 
[34] Hisham A. Kholidy, "HIMAN-GP: A Grid Engine 
Portal for controlling access to HIMAN Grid Middleware 
with performance evaluation using processes algebra", The 
2nd International Conference on Computer Technology 
and Development ICCTD, pp 163-168, Cairo, 2010. 
[35] R. Bohn, A. Battou, B. Choi, R. Chaparadza, S. 
Song, T. Zhang, T. Choi, Hisham A. Kholidy, M. Park, S. 
Go, “NIST Multi-Domain Knowledge Planes for Service 
Federation for 5G & Beyond Public Working Group: 
Applications to Federated Autonomic/Autonomous 
Networking”, in the IEEE Future Networks World Forum 
(FNWF), 13–15 November 2023 // Baltimore, MD, USA.  
[36] I. Elgarhy, A. El-toukhy, M. Badr, M. Mahmoud, M. 
Fouda, M. Alsabaan, Hisham A. Kholidy, “Secured Cluster-
Based Electricity Theft Detectors Against Blackbox Evasion 
Attacks”, in the IEEE 21st Consumer Communications & 
Networking Conference (CCNC), 6-9 January 2024. 
[37] M. C. Zouzou, E. Benkhelifa, Hisham A.  Kholidy 
and D. W. Dyke, "Multi-Context-aware Trust Management 
framework in Social Internet of Things (MCTM-SIoT)," 2023 
International Conference on Intelligent Computing, 
Communication, Networking and Services (ICCNS), 
Valencia, Spain, 19-22 June 2023, pp. 99-104, doi: 
10.1109/ICCNS58795.2023.10193510. 
[38] Hisham A. Kholidy, Andrew Karam, James Sidoran, 
et al. “Toward Zero Trust Security in 5G Open Architecture 
Network Slices”, IEEE Military Conference (MILCOM), CA, 
USA, November 29, 2022. 
https://edas.info/web/milcom2022/program.html 
[39] Hisham A. Kholidy, Andrew Karam, Jeffrey H. 
Reed, Yusuf Elazzazi, "An Experimental 5G Testbed for 
Secure Network Slicing Evaluation", the 2022 IEEE Future 
Networks World Forum (FNWF), Montreal, Canada, 
October 2022. https://fnwf.ieee.org/wp- 
content/uploads/sites/339/2022/10/AcceptedPaperSchedul
eV0.1.pdf 
[40] Hisham A. Kholidy, Riaad Kamaludeen “An 
Innovative Hashgraph-based Federated Learning 
Approach for Multi Domain 5G Network Protection”, the 
2022 IEEE Future Networks World Forum (FNWF), 
Montreal, Canada, October 2022. https://fnwf.ieee.org/wp-
content/uploads/sites/339/2022/10/AcceptedPaperSchedul

eV0.1.pdf 
[41] Hisham A. Kholidy, Salim Hariri, “Toward an 
Experimental Federated 6G Testbed: A Federated leaning 
Approach”, the 19th ACS/IEEE International Conference on 
Computer Systems and Applications (AICCSA 2022), Abu 
Dhabi, UAE December 5th - December 7th, 2022 
[42] Hisham Kholidy, Andrew Karam, James L. Sidoran, 
Mohammad A. Rahman, "5G Core Security in Edge 
Networks: A Vulnerability Assessment Approach", the 26th 
IEEE Symposium on Computers and Communications (The 
26th IEEE ISCC), Athens, Greece, September 5-8, 2021. 
https://ieeexplore.ieee.org/document/9631531  
[43] N. I. Haque, M. Ashiqur Rahman, D. Chen, Hisham 
Kholidy, "BIoTA: Control-Aware Attack Analytics for Building 
Internet of Things," 2021 18th Annual IEEE International 
Conference on Sensing, Communication, and Networking 
(IEEE SECON), 2021, pp. 1-9, doi: 
10.1109/SECON52354.2021.9491621. 
[44] Samar SH. Haytamy, Hisham A. Kholidy, Fatma A. 
Omara, “Integrated Cloud Services Dataset”, Springer, 
Lecture Note in Computer Science, ISBN 978-3-319-94471-
5, https://doi.org/10.1007/978-3-319-94472-2. 14th World 
Congress on Services, 18-30. Held as Part of the Services 
Conference Federation, SCF 2018, Seattle, WA, USA. 
[45] Hisham A. Kholidy, Ali Tekeoglu, Stefano Lannucci, 
Shamik Sengupta, Qian Chen, Sherif Abdelwahed, John 
Hamilton, “Attacks Detection in SCADA Systems Using an 
Improved Non- Nested Generalized Exemplars Algorithm", 
the 12th IEEE International Conference on Computer 
Engineering and Systems (ICCES 2017), published in 
February 2018. 
[46] Stefano Iannucci, Hisham A. Kholidy Amrita Dhakar 
Ghimire, Rui Jia, Sherif Abdelwahed, Ioana Banicescu, “A 
Comparison of Graph-Based Synthetic Data Generators for 
Benchmarking Next-Generation Intrusion Detection 
Systems”, IEEE Cluster, Sept 5 2017, Hawaii, USA. 
[47] Qian Chen, Hisham A. Kholidy, Sherif Abdelwahed, 
John Hamilton, "Towards Realizing a Distributed Event and 
Intrusion Detection System", the International Conference on 
Future Network Systems and Security (FNSS 2017), 
Gainesville, Florida, USA, 31 August 2017. 
[48] Hisham A. Kholidy, Abdelkarim Erradi, “A Cost-Aware 
Model for Risk Mitigation in Cloud Computing Systems”, 12th 
ACS/IEEE International Conference on Computer Systems 
and Applications (AICCSA), Marrakech, Morocco, November, 
2015. 
[49] Hisham A. Kholidy, Abdelkarim Erradi, Sherif 
Abdelwahed, “Attack Prediction Models for Cloud Intrusion 
Detection Systems”, in the International Conference on 
Artificial Intelligence, Modelling and Simulation (AIMS2014), 
Madrid, Spain, November 2014. 
[50] Hisham A. Kholidy, Ahmed M. Yousouf, Abdelkarim 
Erradi, Hisham A. Ali, Sherif Abdelwahed, "A Finite Context 
Intrusion Prediction Model for Cloud Systems with a 
Probabilistic Suffix Tree", in the 8th European Modelling 
Symposium on Mathematical Modelling and Computer 
Simulation, Pisa, Italy, October 2014. 
[51] Hisham A. Kholidy, A. Erradi, S. Abdelwahed, “Online 
Risk Assessment and Prediction Models For Autonomic 
Cloud Intrusion Prevention Systems”, in the “11th ACS/IEEE 
International Conference on Computer Systems and 
Applications (AICCSA), Doha, Qatar, November 2014. 
[52] Hisham A. Kholidy, Abdelkarim Erradi, Sherif 
Abdelwahed, Abdulrahman Azab, “A Finite State Hidden 

http://www.mirlabs.org/jias/vol4-issue6.html
https://ieeexplore.ieee.org/document/8769482


Markov Model for Predicting Multistage Attacks in Cloud 
Systems", in the 12th IEEE International Conference on 
Dependable, Autonomic and Secure Computing (DASC), 
Dalian, China, August 2014. 
[53] Hisham A. Kholidy, Abdelkarim Erradi, Sherif 
Abdelwahed, Fabrizio Baiardi, “A Hierarchical, 
Autonomous, and Forecasting Cloud IDS”, the 5th Int. 
Conference on Modeling, Identification and Control 
(ICMIC2013), Cairo, Aug31-Sept 1-2, 2013. 
[54] Hisham A. Kholidy, Abdelkarim Erradi, Sherif 
Abdelwahed, Fabrizio Baiardi, “HA- CIDS: A Hierarchical 
and Autonomous IDS for Cloud Environments”, Fifth 
International Conference on Computational Intelligence, 
Communication Systems and Networks (CICSyN) Madrid, 
Spain, June 2013. 
[55] Hisham A. Kholidy, Fabrizio Baiardi, "CIDD: A 
Cloud Intrusion Detection Dataset for Cloud Computing 
and Masquerade Attacks", the 9th International Conference 
on Information Technology: New Generations (ITNG), Las 
Vegas, Nevada, USA, 2012. 
[56] Hisham A. Kholidy, Fabrizio Baiardi, "CIDS: A 
framework for Intrusion Detection in Cloud Systems", The 
9th International Conf. on Information Technology: New 
Generations (ITNG), Las Vegas, Nevada, USA, 2012. 
[57] Hisham A. Kholidy, Chatterjee N., "Towards 
Developing an Arabic Word Alignment Annotation Tool with 
Some Arabic Alignment Guidelines", the 2010 10th 
International Conference on Intelligent Systems Design 
and Applications (ISDA), pp 778-783, Cairo, Egypt, vol. 
IEEE Catalog Number: CFP10394-CDR, 2010. 
[58] Hisham A. Kholidy, Khaled S. Algathber, "A New 
Accelerated RC4 Scheme using "Ultra Gridsec" and 
"HIMAN", 5th Int. Conference on Information Assurance 
and Security, Aug 2009, China. 
[59] Hisham A Kholidy, A. Azab, S. Deif, "Enhanced 
ULTRA GRIDSEC: Enhancing High- Performance 
Symmetric Key Cryptography Schema Using Pure Peer-to-
Peer Computational Grid Middleware (HIMAN)", IEEE-
ICPCA (the 3rd Int. Conf. on Pervasive Computing and 
Applications, 06-08 Oct 2008. 
[60] A. Azab, Hisham A Kholidy, "An Adaptive 
Decentralized Scheduling Mechanism for Peer-to-Peer 
Desktop Grids", International Conference on Computer 
Engineering & Systems Nov 2008. 
[61] Mostafa-Sami M., Safia H D., Hisham A Kholidy, 
"ULTRAGRIDSEC: Peer-to-Peer Computational Grid 
Middleware Security Using High-Performance Symmetric 
Key Cryptography" in IEEE-ITNG (5th Int. Conf. On 
Information Technology-New Generations), LasVegas, 
Nevada, USA, 7-9 April 2008. 
[62] Mohammed Arshad, Patel Tirth, Hisham Kholidy, 
“Deception Technology: A Method to Reduce the Attack 
Exposure Time of a SCADA System”, 
https://dspace.sunyconnect.suny.edu/handle/1951/70148, 
[63] Akshay Bhoite, Diwash Basnet, Hisham Kholidy, 
“Risk Evaluation for Campus Area Network”, 
https://dspace.sunyconnect.suny.edu/handle/1951/70162 
[64] Malkoc, M., & Kholidy, H. A. (2023). 5G Network 
Slicing: Analysis of Multiple Machine Learning 
Classifiers. ArXiv. /abs/2310.01747. 
[65] Fathy M. Mustafa, Hisham A. Kholidy, Ahmed F. 
Sayed et al. Distributed Backward Pumped Raman 
Amplifier Gain Enhancement: New Approaches, 06 April 

2023, available at Research Square 
[https://doi.org/10.21203/rs.3.rs-2770728/v1]  
[66] Grippo, T., & Kholidy, H. A. (2022). Detecting Forged 
Kerberos Tickets in an Active Directory Environment. arXiv. 
https://doi.org/10.48550/arXiv.2301.00044 
[67] Zielinski, D., & Kholidy, H. A. (2022). An Analysis of 
Honeypots and their Impact as a Cyber Deception Tactic. 
arXiv. https://doi.org/10.48550/arXiv.2301.00045 
[68] Kholidy, H. A., & Abuzamak, M. (2022). 5G Network 
Management, Orchestration, and Architecture: A Practical 
Study of the MonB5G project. arXiv. 
https://doi.org/10.48550/arXiv.2212.13747 
[69] Abuzamak, M., & Kholidy, H. (2022). UAV Based 5G 
Network: A Practical Survey Study. arXiv. 
https://doi.org/10.48550/arXiv.2212.13329 
[70] Kholidy, H. A., Rahman, M. A., Karam, A., & Akhtar, 
Z. (2022). Secure Spectrum and Resource Sharing for 5G 
Networks using a Blockchain-based Decentralized Trusted 
Computing Platform. arXiv. 
https://doi.org/10.48550/arXiv.2201.00484 
[71] Kholidy, H. A. (2021). State Compression and 
Quantitative Assessment Model for Assessing Security Risks 
in the Oil and Gas Transmission Systems. arXiv. 
https://doi.org/10.48550/arXiv.2112.14137 
[72] Kholidy, H. A. (2021). A Triangular Fuzzy based 
Multicriteria Decision Making Approach for Assessing 
Security Risks in 5G Networks. arXiv. 
https://doi.org/10.48550/arXiv.2112.13072 
[73] Haque, N. I., Rahman, M. A., Chen, D., & Kholidy, H. 
(2021). BIoTA Control-Aware Attack Analytics for Building 
Internet of Things. arXiv. 
https://doi.org/10.48550/arXiv.2107.14136 
[74] Kholidy, H. A. (2020). Cloud-SCADA Penetrate: 
Practical Implementation for Hacking Cloud Computing and 
Critical SCADA Systems. Department of Computer and 
Network Security, College of Engineering, SUNY Polytechnic 
Institute. http://hdl.handle.net/20.500.12648/1605 
[75] Hisham A. Kholidy, Abdelkader Berrouachedi, Elhadj 
Benkhelifa and Rakia Jaziri, "Enhancing Security in 5G 
Networks: A Hybrid Machine Learning Approach for Attack 
Classification", the 10th ACS/IEEE International Conference 
on Computer Systems and Applications (AICCSA), 
December 4-7, Cairo, Egypt. 
[76] Soufiane Hamadache, Elhadj Benkhelifa, Hisham 
kholidy,Pradeeban Kathiravelu, Brij B Gupta, "Leveraging 
SDN for Real World Windfarm Process Automation 
Architectures", The 10th International Conference on 
Software Defined Systems (SDS-2023) San Antonio, Texas , 
USA. October 23-25. 
[77] Adda Boulem, Abdelkader Berrouachedi, Marwane 
Ayaida, Hisham Kholidy and Elhadj Benkhelifa, "A New 
Hybrid Cipher based on Prime Numbers Generation 
Complexity: Application in Securing 5G Networks", the IEEE 
Federated Architectures & Testbeds Workshop on 5G and 
Beyond (FATW5G 2023), December 6-7, Smart Village Giza, 
Egypt. 
[78] Meriem Chiraz zouzou, mohamed shahawy, Elhadj 
Benkhelifa and Hisham Kholidy, “SIoTSim: Simulator for 
Social Internet of Things”, The 10th International Conference 
on Internet of Things: Systems, Management and Security 
(IOTSMS 2023). San Antonio, Texas, USA. October, 2023.  
[79] Hisham A. Kholidy, Keven Disen, Andrew Karam, 
Elhadj Benkhelifa, Mohammad A. Rahman, Atta-Ur Rahman, 

https://doi.org/10.48550/arXiv.2301.00045
http://hdl.handle.net/20.500.12648/1605


Ibrahim Almazyad, Ahmed F. Sayed and Rakia Jaziri, 
"Secure the 5G and Beyond Networks with Zero Trust and 
Access Control Systems for Cloud Native Architectures", 
the IEEE Federated Architectures & Testbeds Workshop 
on 5G and Beyond (FATW5G 2023), December 6-7, Smart 
Village Giza, Egypt. 
[80] Ibrahim Almazyad, Sicong Shao, Salim Hariri and 
Hisham Kholidy, “Anomaly Behavior Analysis of Smart 
Water Treatment Facility Service: Design, Analysis and 
Evaluation”, the 10th ACS/IEEE International Conference 
on Computer Systems and Applications (AICCSA), 
December 4-7, Cairo, Egypt. 
[81] Abdulbast A Abushgra, Hisham A Kholidy, 
Abdelkader Berrouachedi and Rakia Jaziri, "Innovative 
Routing Solutions: Centralized Hypercube Routing Among 
Multiple Clusters in 5G Networks", the IEEE Federated 
Architectures & Testbeds Workshop on 5G and Beyond 
(FATW5G 2023), December 6-7, Smart Village Giza, 
Egypt.  
[82] Adda Boulem, Cyril De Runz, Hisham Kholidy, 
Abdelmalek Bengheni, Djahida Taib, Marwane Ayaida, “A 
New Classification of Target Coverage Models in WSNs, 

Survey and Algorithms and Future Directions”, The 7th 
International Conference on Information and Computer 
Technologies (ICICT 2024), March 15-17, Honolulu, Hawaii. 
[83] Mohamed A. Ismail, ”Identity Theft and Best 
Practices to Protect Against It”, EasyChair Preprint no. 
11302, November 2023. 
[84] Mohamed A. Ismail,  ” Network Security Concerns in 
5G MIMO Beamforming”, EasyChair Preprint no. 11301, 
November 2023. 
[85] Hisham A. Kholidy, Wendel Balbuena, Fathy M. 
Mustafa, Fathy M. Mustafa “A Survey Study For the 5G 
Emerging Technologies”, October 2023 DOI: 
10.13140/RG.2.2.22308.04485 
[86] Andrew Fox, Hisham A. Kholidy, Ibrahim Almazyad, 
“Current 5G Federation Trends: A Literature Review”, 
November 2023 DOI: 10.13140/RG.2.2.33470.46405. 
[87] Hisham A. Kholidy, Tavarez Anjony, Ibrahim 
Almazyad, “A Survey of the AI and Cybersecurity Solutions 
Used for Network Slicing in the 5G and Beyond Domain”, 
November 2023 DOI: 10.13140/RG.2.2.31307.77602.  

[88]  


