
EasyChair Preprint
№ 10003

IT Governance Design Based on COBIT 2019:
A Case Study in Telecommunications Company

Hilda Nuraliza, Shafira Fatimah Azzahra, Juan Rizky Maulana
and Muharman Lubis

EasyChair preprints are intended for rapid
dissemination of research results and are
integrated with the rest of EasyChair.

May 9, 2023



XXX-X-XXXX-XXXX-X/XX/$XX.00 ©20XX IEEE 

IT Governance Design based on COBIT 2019: A 

Case Study in Telecommunications Company 

1st Hilda Nuraliza  

Information System Department 

School of Industrial and system 

Engineering Telkom University                        

Bandung, Indonesia  

nuralizahilda@student.telkomuniversity

.ac.id 

4th Muharman Lubis 

Information System Department 

School of Industrial and system 

Engineering Telkom University                        

Bandung, Indonesia 

muharmanlubis@telkomuniversity.ac.i

d 

2nd Shafira Fatimah Azzahra 

Information System Department 

School of Industrial and system 

Engineering Telkom University                        

Bandung, Indonesia 

shfrazzhrid@student.telkomuniversity.a

c.id 

3rd Juan Rizky Maulana 

Information System Department 

School of Industrial and system 

Engineering Telkom University                        

Bandung, Indonesia  

jukirzrm@student.telkomuniversity.ac.i

d 

Abstract— IT investment in the telecommunications sector, 

particularly in telecommunications companies, continues to rise 

year after year. However, due to a lack of attention to good IT 

management, this increase has not been accompanied by good 

governance. IT governance measurement is thus required as a 

foundation for the continuous improvement of 

telecommunication company IT services. The goal of this 

research is to develop an application to assess the maturity level 

of IT governance in government institutions, thereby facilitating 

the process of improving IT services. The application was 

created using the COBIT 2019 framework to assist 

organizations in getting the most out of risk management, 

governance, and IT. The study's findings included designing 

corporate IT governance and identifying the main process 

recommendations for managing education. APO12, DSS02, and 

DSS03 are three important practical recommendations. 
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recommendation, goals 

I. INTRODUCTION 

Information technology have a huge role in 
telecommunications, it’s one of the reasons that us humans 
can access social media [1], and exchange information from 
different places in the world [2]. If the grid is down even for 
only a minute, there’s a potential that customers will be 
disappointed and feels the company is unreliable. A good IT 
Governance is the one that could support the organization 
activities in achieving its target, with IT Governance it is 
hoped that an organization can explore its potential and know 
its weakness [3].  

Previous studies that used COBIT 2019 for the company’s 
IT Governance shows that in education sector they created 5 
practical recommendations [4], and in the telecommunications 
sector they created 14 critical processes for the company [5]. 
With the help of excellent IT governance, it is possible to 
conclude that all processes could be carried out and completed 
effectively. 

This study is conducted to audit IT implementation in a 
telecommunication company. Transparency is one of the most 
impactful requirements of a stakeholders in IT Governance 
[6]. In this research, IT Governance design which based on 
COBIT 2019 framework will be discussed. The advantages of 
governance design to help in guiding the development in a 
direction that influences all business core developments and 

IT quality in a telecommunication on company that 
supports the operation so that it could have a standardization 
of an IT governance guarantee. 

II. LITERATURE REVIEW 

A. IT Governance 

IT Governance is an essential part of an organization 

consists of leadership, organizational structures, and 

processes that guarantee the IT supports sustains and extends 

the organizations strategy and objectives [7]. Failure to 

implement IT Governance could result in the deployment of 

ineffective and inefficient technologies, increasing the risk of 

security and control over technology, reducing the integrity 

and dependability of information management and finance, 

and increasing auditing risks. On the other hand, the success 

of implementing IT governance may assist firms in 

implementing new technologies more effectively and 

efficiently to develop business processes, resulting in high 

value in security and control, greater integrity and 

dependability of financial information and management, and 

decreased audit risk [8]. 

 
Fig. 1 COBIT Components of a Governance System [9] 



Governance ensures that compliance and performance area 

monitor against agreed-on directions and objectives and 

stakeholder needs, conditions and options are evaluated 

to determine balanced, agreed-on enterprise objectives 

[9]. 

B. IT Maturity Level 

The maturity level of IT governance based on COBIT is 

a scoring method, from 0 to 5, as shown in Figure 3, that 

allows organizations to provide assessment for themselves by 

explaining the IT process to the manager or head, 

highlighting the weaknesses of the current management, and 

setting appropriate targets. This measurement tool makes it 

simple to understand how to determine the current position 

(as-is) and the future position (to-be), allowing the 

organization to compare itself to best practices and standard 

guidelines [10] 

C. COBIT  

There are various frameworks that could be used to assist 

organizations with the implementation and assessment of IT 

governance. The Control Objectives for Information and 

Related Technology (COBIT) framework is one of them, and 

it is widely known and recognized as a tool for IT governance 

[10]. COBIT is an enterprise-wide framework for 

information and technology governance and management. 

Enterprise I&T refers to all the technology and information 

processing that an organization implements to meet its goals, 

regardless of where this occurs inside the enterprise. In other 

words, enterprise I&T encompasses more than just an 

organization's IT department [9]. COBIT is used for IT 

Governance, it meets the needs between gaps and business 

risks [11]. 

III. METHODS 

The research method used to design IT governance 
systems indicates a series of stages that can be achieved by 
using the 2019 COBIT Governance Design Workflow [12]. 

The design of an IT governance system goes through 
several stages. In the first process, researchers used XYZ 

Telecommunication as a relevant stakeholder to collect and 
observe data. Based on the design elements provided by 
COBIT 2019, this stage is the first strategic step to begin the 
research stage in the form of information and technology-
related strategies, goals, directions, and problems. The first 
step in research methodology is research planning, which 
includes identifying problems and then conducting 
environmental observations and employee interviews. 
Following that, a literature review of the methods and steps 
used in the level identification process is conducted. The 
design factor in the COBIT 2019 framework is the method 
used. The researcher has a governance system from Design 
Element 1 to Design Element 4 in the second process. In the 
third process, researchers identified improvements to the 
governance system for Design Elements 5-10, which are 
referenced in the COBIT Handbook 2019. The company is 
expected to have a corporate governance system tailored to the 
enterprise at the end of the process, as well as an IT 
governance system that collects all inputs from previous 
stages to form design conclusions [19]. 

In addition to this researcher's method or salt flow, we 
conducted a series of interviews with several employees to 
obtain relevant validation results to achieve the objectives of 
this research. We must specify which domains will be used 
and selected for this study. Activities from the chosen domains 
are drawn from the COBIT 2019 framework. The number of 
activities for each domain is based on the activity of the 2019 
COBIT Framework. Following the identification of a specific 
domain, the next step is to identify the respondents to be 
surveyed. The activity may appear on the list of responders 
used when asked for the specified domain. The outcome of 
this process is to obtain the activity's result. The final stage of 
research planning is to define the target amplitude level that 
will be used as a reference when performing leveling 
exercises. Field mapping is used to determine the level of 
achievement obtained by determining the ability level. 

IV. DESIGN AND FUTURE RESEARCH 

The research method used to achieve the desired 
objectives is a qualitative research method, and the research 
results are descriptive data in the form of written or spoken 
words of the research observed object. We interviewed one of 
the Foundation's employees, preferably one in the field of 
information technology, in order to conduct an assessment and 
provide feedback on the existing assessment. The scoring 
system used is one to five, which means that the level applied 
to a foundation is described in Figure 4, which provides a clear 
picture of the current capability level according to COBIT 
2019. 

We also hold discussions and clarify the results to ensure 
that the assessment is conscious and in accordance with the 
current conditions at the companies. Mutual acceptance 
between the two parties will provide an excellent assessment 
of this research, allowing the research recommendations to be 
given carefully and in-depth in order to improve the 
performance and effectiveness of information technology 
governance at the companies. 

In collecting the data and information needed for this IT 
governance assessment, researchers need to conduct formal 
and informal interviews to obtain the information needed. The 
researcher conducted interviews with two stakeholders in the 
company. Especially employees who are in the field of 
information and technology, to conduct assessments and 

Fig. 2 Maturity Level of IT Governance [9] 

Fig. 3 Methods 



provide questions about existing assessments. The score used 
is one to five, which means that the level is applied to several 
foundation components which can be seen in Figure x below.  
The graph provides an overview of the current capability level 
using COBIT 2019.  

Researchers also discuss and clarify the results to ascertain 
whether the assessment that has been carried out is appropriate 
and appropriate to the conditions in the company. A mutual 
agreement between the two sides will result in an outstanding 
assessment of the study. So the recommendations from this 
study can be given carefully and have the opportunity to 
improve the performance and effectiveness of IT governance 
in the company. 

 

Fig. 4 Capability Level for Process 

The form of governance design that results from the phase of 

introducing design elements into COBIT 2019 using the 

design toolkit is the result of the implementation. The first 

design element is to define the enterprise or organizational 

strategy that the telecommunications company will 

implement using the four COBIT 2019 design toolkit 

strategies. The results of design element 1 are shown in table 

1. This study employs analysis and design to determine the 

level of corporate governance readiness. 
 According to the table above, the assessment results show 
that the XYZ telecommunication company's value of 
innovation is at level 4. Others, on the other hand, have an 
average of 3 in terms of growth, stability, and cost leadership. 
It undoubtedly demonstrates the organization's need for 
improvisation in increasing this value so that it can be 
maximized and holistically and the company's strategy can run 
smoothly. 

 

Fig. 6 DF Enterprise Goals 

In Figure 7, it can be seen that the areas that need to be 

upgraded are EG02, EG03, EG05, EG06, EG07, EG08, 

EG09, EG11. On the other stages EG12 and EG13 are at level 

5.  That means EG12 and EG13 are good and need 

maintenance or subsequent development. The result of the 

third phase is the profile risk of the company.  We know that 

the highest risk lies in logical attacks.  This will cause an 

adverse impact on the security of company data, such as asset 

data, employee data, company transaction data. 

 

 
Fig. 7 IT Risk Profile 

The design of the element shows the connectedness to IT 

issues. In this case, in the design they showed the 

connectedness  of the existing factors that allowed this issue  

to be resolved with an appropriate time frame.  
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Fig. 5 DF Enterprise Strategy 



 

Fig. 8 IT Threat 

The fifth phase of the design factor is stage defines an IT 

threat, to identify potential vital factors. In this case, it can be 

seen that the threat to telecommunications companies 

increased by 25%, and for natural threats as much as 85%. If 

the threat is related to hacking (phishing, ransomware, or 

other attacks).  This should be anticipated early.  

 

Fig. 9 Compliance Requirement 

The seventh design element is the IT resource model. This 

field was created to modify the XYZ Education Enterprise IT 

resource model in the IT power model of the COBIT 2019 

process. Table 7 shows the results of the determination of 

eight design elements.  It can be seen that Strategic indicates 

the highest value  and turnaround occupies the lowest value  

based on the assessment.  

 

 

Fig. 10 Role of IT 

Below are the results of the determination of the 8th design 

element of the COBIT 2019 field process, the IT 

implementation model used by telecommunications 

companies. Applying agile methods to your applications 

makes the software development process easier. In addition, 

agile methods take a relatively fast time and do not require 

extensive resources. Based on the design elements of the IT 

implementation, the identified areas are BAI02 and BAI06. 

 

 
Fig. 11 IT Sourcing Model 

 

The assessment is based on the condition that if the result of 

the ability level achieved is less than 15%, it will produce N 

(Not Achieved), if achieved between 15% and 50%, it will 

produce P (Partially Achieved), if achieved between 50% and 

85% it will produce L (Largely). It is achieved, and if 

achieved by more than 85%, produces F (Fully Achieved), 

which if the result is F, can proceed to the next level of ability. 

If the result does not reach F, then the ability level only stops 

at that level 
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Fig. 12 IT Implementation Methods 

The resulting governance design is in the form of a process 

with a recommended level of capability. COBIT 2019 

explains that the expected level of ability to score is more 

than equal to 80. Requires level 2 ability. Out of 25, the 

process should reach ability level 1. This research focuses on 

APO06 and DSS01, where it is necessary to upgrade and 

improve each domain.   APO06 requires clear risk 

identification and well-managed mitigation by the 

Foundation. In addition, DSS03 project management 

improvements are lacking in third-party management and 

management processes that have not been clearly defined so 

improvements are needed to DSS01  

 

 
Fig. 13 Technology Adoption Strategy 

 
Fig. 14 Governance and Management Objective Importance 

V. CONCLUSION 

The first step in the process of determining the level of 

governance is the planning stage which is carried out by 

formulating the problem and determining the target level. 

The second step is the data collection from surveying to 

reviewing the document Finally, the ability to obtain results 

is the stage of data analysis made from the calculation of 

recommendations.  

The result shows that APO04, APO12, BAI05 and BAI06 

indicates to be at level 4. 

We suggest implementing the recommendations issued at 

this step till you achieve the desired capacity level to 

enhance QoS control. You also could utilize additional 

design aspects or areas not included in this research to 

determine the amount of control. 
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