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Abstract

This paper investigates a proportional-integral Luenberger-like state estimation for continous linear
systems under disturbed inputs or false data inhection attacks on inputs and model mismatch. A general
design algorithm is proposed to estimate the states of a linear system in the presence of model mismatch,
external disturbance, and disturbed inputs / false data injection. In reality, the absence of the conditions is
very rare, therefore it is required to develop a method for designing robust observers in presence of
uncertainties, external disturbances, and disturbed inputs. Lyapunov method and LMI theory have been
used to obtain the gains of the Proportional-Integral Observer (PIO). The stability of the proposed Pl
observer is proved and with a numerical example, its efficiencies have been shown under different cases
including model mismatch, disturbances, and attacks. The results illustrate that the proposed algorithm can
estimate the state of a system according to defined conditions.

Keywords: Luenberger-like observer, Linear Matrix Inequality (LMI), Lyapunov Stability Theory, Model
Mismatch, False Data Injection.

1 Introduction

Modern physical systems are autonomous engineering systems embedding physical components,
communications, and computational capabilities/control logic [1]. Recent advances in modern engineering
i.e., power grids [2-3] lead many researchers to consider various problems in this field such as stability
analysis [4], fault detection [5], and security problems [6]. Tight coupling of information technology and
physical component made modern systems vulnerable to malicious attacks and disturbing signals [7].
Therefore, it is crucial to enhance the security of systems by novel methods such as analysis of false-data
injection attacks(FDI) on inputs and outputs [8], secure control [9], observer-based state identification under
attacks or disturbed signals [10], and state estimation under attacks or disturbed signals[11-12].

State estimation is the problem of estimating the state when the mathematical model contains some
uncertain elements. These uncertainties might be due to additive unknown noises, attack, false data
injection, environmental influences, nonlinearities such as hysteresis or friction, poor plant knowledge,
reduced-order models, uncertain or slowly varying parameters. In this regard, there are different strategies
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for state estimation including filter-based model [13], observer-based models [14-15], and gradient descent
algorithms [16].

In modern systems, the sensors, actuators, and controllers should communicate with each other, however,
in addition to sensors, actuators may be disturbed which would affect the performance of physical systems.
Some discussions on disturbed actuators and actuator attacks have been presented in Fawzi et al [17].
However, the sufficient conditions for estimating under the actuator attacks have not been considered.
Shoukry and Tabuada [18] developed a static optimization problem based on the Luenberger observer to
estimates the state of a dynamical system in the presence of disturbing actuators and some event-triggering
conditions. A secure Luenberger-like observer under spars actuators and sensors attacks presented by Yang
Lu and Hong Yang [19]. The least-square technique and a new projection operator are used to reconstruct
the state of systems. Sufficient conditions for the existence of observer are proposed in the terms of linear
matrix inequalities (LMI). Yabin Gao et al [20] proposed a practical state estimation based on Luenberger
in the delta operator framework by considering disturbance and actuator attacks. The constraints are based
on linear matrix inequalities. Although the Implementation of a Luenberger observer is relatively simple;
however it strongly depends on the precision of parameters and measurements [21]. All the presented
studies are based on linear systems without model mismatch and disturbances. Therefore a robust observer
design approach is required to guarantee the stability and accuracy of this observer in the presence of model
mismatch, disturbances, and also the actuators of systems are disturbed by false data injection. In the present
paper, a general method is introduced which is used for designing Pl Luenberger observers in the continous
linear systems with model mismatches, external disturbances, and disturbed input as false data injection.
The proposed method is applicable in a wide range of problems with uncertain and nonlinear terms and also
needs much less information about the system. Due to the use of Lyapunov and LMI theories, the method
guarantees the stability and performance robustness of the observer.

Notation. For a matrix M € RP*4, MT defines transpose, M > 0(M < 0) defines positive(negative)
definiteness, A,, (M) defines its smallest eigenvalue. Given a vector v € R™, ||v|| is its Euclidean norm. R
denotes the set of reals. * shows the estimation of x. 0 and I are zero and unit matrix with appropriate
dimensions, respectively.

2 Problem Description

Let consider a MIMO LTI system which its states and output matrices contain time varying
uncertainties under input false data injection as following:

x(t) = (A + DA®))x(@®) + B(u®) + a, ()
y(t) = (C + AC(t))x(t) + Dw )

n q m p

where X€RT, Y €RY, UERT, WER™ 40 the state, output, input and noise disturbance vectors, respectively.
nxn nxm gxn axp nxn gxn

AeR™,BeR™,CeR™, DeR™ are known matrices. 2AM €RTHLACH) €R™ 4y o () are

unknown uncertainties in state and output matrices and disturbed input as a false data injection,
respectiveley .

Defining Z as integral of output vector:



z =J;y('[)dr @

Then system (1) can be rewritten in the following form:

x(t) = (A + 0A())x(@®) + B(u(®) + a, ()
2(t) = (C + AC(D))x(t) + Dw (3)

The matrix form of equations (3) is:
X = (A + AADX + CB(u(t) + ay (D)) + C,Dw
Y; = (C + AC)CTX + Dw
Y, =z=ClX (4)

Where X € R™*4,Y,,Y, € R? are augmented state, output and output integral vectors respectively. Other
matrices are defined as:

X = anl , A_LZ Anxn quq ,
qul qun 0n><q

AAnxn quq :|

{I} [Onxq}

C, = , C,=

qun Iqxq (5)
3 Luenberger-like State Estimation Design

To cancel the unwanted effects of model mismatch and disturbance, it has been proposed to use an integral
action in the Luenberger observer; so called Pl observer, in the following way:

X =A X +CBu+K,(Y,-CC X)+K, (Y, —CJ X) (6)
With this observer, one can obtain the estimation error dynamics as:

E = AE + AAX +C,Dw—K,(CCE + ACC] X + Dw)- K,C]E +C,Ba, (t)
= (A —K,CC/ —K,C])E+AAX —K,ACC] X +C,Ba,(t) +(C, - K, )Dw )

In the following steps, we will introduce a method to design Ke and K, which guarantees the bounded
stability of estimation error dynamics. This method considers four assumptions and is based on one
theorem, which are coming in the next paragraphs.

Assumption 1. Magnitude of disturbance signal W is bounded



W< ws (8)

Where V1 s a positive scalar.
(n+g)a
Assumption 2. AA-X is bounded and 24X =<8 Here BeR is a known vector of this bound.

T gl
Assumption 3. ACC1 X is hounded and ACCI X <7 which ¥ €R™ s a known vector of this bound.

Assumption 4. C; Bu, (t) is bounded and C;Ba,,(t) < a which @ € RM™*D*1 js a known vector of this
bound.

Theorem 1. Consider that assumptions 1 to 4 hold. If there exist positive definite matrices P, Qand

K

positive scalars d,0 P H matrices P and K, such that the following equality holds:

P(A - KyCC, —K,C;)+ (A ~K,CC/ -K,C;)P
+ pP(C,D-K,D)(C,D-K,D)"P
+ 8PP+ (- PKy )= PKpy)
+u'Paa’P=-Q 9)

Then the estimation error dynamics of equation (7) is uniformly ultimately bounded stable and the bound
of estimation error is,

2 y2
||E(t]|3(pwl z§($)a+y] ast— oo

(10)

Where z (Q) represents the minimum eigenvalue of positive definite matrixQ . To prove theorem (1),
the following lemmas have to be introduced:

Lemma 1. [22] Let H, F and G be real matrices of appropriate dimensions, then for any scalar € > 0 and

FTF<I

the matrix F satisfying , We have

HFG+G FTH <¢HH" +¢7'G'G (11)

H ST

>0
Tp-1
Lemma 2. [23] The Linear Matrix Inequality L R } is equivalentto R >0 ang H =S RS>0

H=H", R=R'

where and S is a matrix with appropriate dimension.

Proof of Theorem 1.

Define the following Lyapunov function



V =E"PE

(12)

Such that P is a symmetric positive definite matrix (P = PT ,P>0 ). Using error dynamics equation (6),

the first derivative of V with respect to time can be obtained as:

V =E"PE+E'PE
V =ET[P(A, -K,CC] —K,C])+(A —K,CC/
~K,CJ)PJE+2E"PAA X —2E"PK ,ACC/ X
+2ETPC,Ba, (t)+ 2E"P(C, — K, )Dw

Using Lemma 1, the last term of this equation satisfied the following inequality:

2E"P(C,-K,)Dw=w" 1(C,D-K,D)" PE
+E"P(C,D-K,D)Iw
<p'E'P(C,D-K,D)(C,D-K,D)" PE

+pow' W

From Lemma 1 and assumption (2) we may conclude that:

2ETPAA X =1 (AA X )" PE+ETP(AA X)I
<5 (ETPAA X)((AA X )" PE)
+5(117)
<6 HE"PB)BPE)+51

Also, from Lemma 1 and assumption (3) we reach to the following inequality:
_2EPK,ACC X :l(—(Accf x)TK;F>E]+(—ETPKP acc] )i
<o €[k, acc] x)(-lace] x[ kIp)E
+ol117)

<o ET(-PKp y)-7 KIPE +o

At last, from Lemma 1 and assumption (4) we reach to

(13)

(14)

(15)

(16)



2E"PC,Ba, (t) = I (C,Ba, (t))' PE + E"P(C,Ba, (t))!
<u™(ETPC,Ba,(t))((C,Ba,(t))" PE)
+u(l17)
<u™(E"Pa)(e"PE)+ ul (%))

Substituting inequalities (14) to (17) in equation (13) and using equation (9), it can be easily concluded
that ,

V<-E'QE+pW W+S+0+ u

<—[E|* 2,(@Q)+ pW WS+ + u 18)

a. If the right side of inequality (18) is less than zero:
V <—|E[ 4,(Q)+ pW W+5+ 0+ u<0 (19)
Then
wl+S+o+ v
[E@) > | 2= g “] (20)
Q)

This shows that

2 y2
HE(tX‘ _| W +0+o0+u (21)

n(Q)

define a hyper sphere which out of that (showed by equation (21), stability condition V<0 holds.

b. If the right side of inequality (19) is equal to zero, then on the hyper sphere of equation (21) V <0
holds. V =0 Shows the existence of a limit cycle [24-25] and V < 0 shows the stability of estimation
error dynamics.

c. If the right side of inequality (19) is greater than zero, then

2
et <[22 ] 2
Q)
It shows that inside the hyper sphere of equation (21), V is less than or equal to a positive value. Therefore

further comments could not be given on the stability of estimation error dynamics inside the mentioned
border.

From three situations of a, b and ¢ we conclude that equation (21) is an attractor for estimation error
dynamics (7) and the system is at least uniformly ultimately bounded stable.

Equation (9) can be rewritten in LMI notation as follows:



G P -P(C,D-K,D) -PK,y —Pa

AP -5 0 0 0
-(C,D-K.,D)P 0 -p 0 0 |<0

—(PK,p)" 0 0 - 0

—(Pa)’ 0 0 0 - U
0>0
p>0
o>0
u>0
P=P">0 (23)
Where
G=P(A —KpCC] —K,C7)+(A —KpCC] —K,C])P (24)

Using LMI tool box in MATLAB, we can easily find the solution of P, K, K,, &, p, u, and o .

4 State Estimation Design Procedure
The overall design procedure can be summarized as follows
Data: Uncertain system including actuator attack (Eg. 1)
Goal: Design an observer based on inputs of the plant and output measurements.
I. Obtain A,C, and C, inequation (3).
. Determine the upper bounds of AA X,C,Ba, (t) and ACC] X suchthatAA.X <, C,Ba, (t)<«a

and ACC/ X <y in assumptions 2 and 3.

[11. Construct LMI rules (24) with variables ¢, p,o,1,P,H;, =PK, and H, =PK, .
IV. Using LMI tool box in MATLAB, find K, andK, .

V. Calculate K, =P'H,and K, =P'H,
V1. Construct the P1-Observer of equation (8).

Remark 1. For some systems which AA(t).x(t) = f(x,t), AC(t).x(t) = g(x,t) and two funtion
f(x,t) and g(x, t) are bounded the proposed method can be used for designing a stable and error-free
observer in nonlinear systems of following form:

x(t) = Ax(®) + f(x, ©) + B(u(®) + a, (1))
y(t) =Cx(t) + g(x,t) + Dw (25)

Remark 2. Luenberger observer for system in matrix form (Eq. 3) can be written as following:
X = A X +C,Bu +K, (Y, —CC] X) (26)
the equation of error dynamics is obtained as:

E = (4, — KpCCTE + AA, X — KpACCTX + (C, — Kp)Dw + C;Bay,(t)
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(27)

It can be seen that if the desired eigenvalue of (4; — K»CCT) are chosen in the neighberhood of the orgin,
the integral behavior of the error dynamics is increased, but it degrade the performance of the observer
greatly. On the other hand, if the eignevalues are set far from the origin, it increases the system performance
but it increases the unwanted effects of model mismatch term, diturbamce term, and attack term, too.

Remark 3. As is seen in equation (7), due to the presence of model mismatches AA and AC, disturbance
w, and false data injection a, (t), the state estimation error does not always converge to zero.

Remark 4. For presented system in (1), the term Ba, (t) is false data injection (FDI) attack on input or
diturbed input. Furthermore, the term Dw can be behaviored as false data injection on output. The proposed
algorithm can estimate the states of system accurately if the assumption.1 is valid.

5 Numerical Example

To show the ease of implementation and robust performance of the introduced method, a numerical
example is studied in this section. It should be noted that the present example is a physical example to verify
the robustness of the presented algorithms regardless of its application in cyber-physical systems since the
proposed approach can be implemented for a different range of systems. Considering a honlinear pneumatic
artificial muscle (PAM) presented in [26]. The system is a nonlinear system and the PAM force depends
on the air pressure, dimensions, and properties of the muscle materials. It is assumed that the input signal
would be disturbed as false data injection by two different signals: random and sinusoidal. It should be
noted that the presented model has a model mismatch; however, a model mismatch is assumed on output.

The schematic of the system is shown in figure 1. The equation of motion of the system by non-dimensional
parameters can be written as follows.

[yl il

7

|

- Tl A

R
&= ] .

2 :&Pneumat'e Artificial Musde {PAM)%:I
3
=

Figure 1- the schematic model of pneumatic artificial muscle

¥+ 2epx + x + £(py Sin Q1 + p, cos 2Q7 )x + €0x3 = e(f; + f,sin Q1) (28)



Where;

PZ
Cq1 + CZPm + C3(P—,$l +70):|

_ £
P =P, + Pysinflt, wy = 2 =—,
" 0 0 mlmax Wo
c 0 ¢ cyPy + 2¢3Py Py, c3P¢
= 2emw,’ ~ emwd’ P1= eMmwilpe, P2 = 2emwi gy
d,P, +d; —mg d,P,
fl = 2 ) 2= 2
eEmrwy eEmrwyg
The defined parameters and their values are listed in Table 1.
Table 1-List of parameters
No. | Parameter Description Units Value
1 m Mass of load on muscle kg 6
2 Lnax Maximum length of muscle m 0.074
3 Cq Force-Displacement Constant N -234.25
4 C, Force-Displacement Constant N/pa 0.00196
5 C3 Force-Displacement Constant N/pa? -3.00E-09
6 dy Force-Displacement Constant N -100
7 d, Force-Displacement Constant N/pa 0.001
8 K Force-Displacement Constant N/m3 16490
9 c Damping coefficient N.s/m 0.08
10 0 Frenquency of input pressure 1/s 13.509
11 P, Mean value of input pressure pa 300000
12 Py Amplitude of input pressure pa 40000
13 r Scaling factor 1/m 1
14 £ Non-dimensional Parameter - 0.1
15 [oN Fundamental natural frequency of PAM 1/s 13.536
16 0 Frequency ratio - 0.998
17 17 Non-dimensional Parameter - 0.00493
18 0 Non-dimensional Parameter - 150
19 121 Non-dimensional Parameter - 0.787
20 D, Non-dimensional Parameter - 0.295
21 fi Non-dimensional Parameter - 1.2844
22 1o Non-dimensional Parameter - 0.364

According to presentend nonlinear state space, the system can be transformed to its form of equation (1),
then the system matrice can be easily obtained as:

A= [—01 —lecp] B = [(1)] C=11 0]

Here we assumed that the nonlinear part of PAM is a model mismatch, so AA.X = —e(pysinflt +
pyc0s2071)z; — eaz. Refer to equation (5), matrices A;, C; and C, can be obtained as:



0 1 0 10 0
A=|-1 =260 0|, ;=0 1|.C, =0,
1 0 0 0 0 1

In this system, we can assume that AA;.X is a nonlinear term which is a bounded term, AA4;.X <
[2.123,2.123,2.123]7. The efficiency of the proposed Pl-observer is evaluated for different conditions, as
follows:

Casel: a, =0,AC=0,D=0

The assumed conditions means the simulation of presented model in [24] without output mismatch (AC =
0), actuator attack (a,, = 0), and disturbance (D = 0). The gain matrices of Pl-observer K and K; may
easily obtain the following results using the MATLAB-LMI toolbox:

3.2103 13.1451
Kp = |2.4233] and K; = (12.0252
2.5640 12.5935

Figure 2 and 3 show the states of the system and their estimation. The figure shows that the estimation
error quickly converge to zero.

0.8 T T T T I i I

}{1 and lts Estimation

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
f 2

Figure 2- X, and its Estimation
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0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
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Figure 3- X, and its Estimation
Casell: a, =0,AC#0,D+#0

Suppose that there are some model mismatches on output as, AC = [0.05sin(t) 0.05 cos(t)], and a
sinusoidal disturbance signal as w = cos(mt) with D = 0.4. In this condition we can obtain that that
ACCTX < 0.0673. The gain matrices of Pl-observer Kp and K; may obtain the following results:

3.7648 12.5184
Kp =(2.9889| and K; = (11.4417
3.1747 12.0307

Figure 4 and 5, illustrates the states of the system and their estimation. According to the figure, the error
dose not converge to zero (Remark 3), however the average, maximum and minimum value of error are
0.0021, 0.00504, and 0.0546 respectively and|x(t) — X(t)| < €, that means the error signal is bonded.

0.8 T T T T T T T T T

0.6

0.4 H

0.2

-0.2

X1 and Its Estimation
(=]

-0.4

0.6 - .

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
71 &
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Figure 4- X, and its Estimation

1.5 T T T T T T T T T

—-—.— Estimation anl';2

}(2 and Ilts Estimation

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Figure 5- X, and its Estimation

Case lll: a, # 0,AC #0,D #0

Suppose that an attack signal is added to Case Il on input as, a,, = 0.1 sin(77). In this situation, we can
obtain that C; Ba,, (t) < 0.1648. The gain matrices of Pl-observer K» and K; may obtain the following
results:

3.783 12.5868
Kp = (3.0063| and K, =|11.5101
3.193 12.0991

Figure 5 and 6, illustrates the states of the system and their estimation. According to the figure, the error
dose not converge to zero (Remark 3); however the average, maximum and minimum value of error are
0.266, 0.00467, and 0.5276 respectively and|x(t) — X(t)| < €, that means the error signal is bonded. As
seen, although the attack on input signal increases the error of estimation, it is bonded and has acceptable
range regarding the assumptions of proposed algorithm.
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Figure 6- X, and its Estimation
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Figure 7- X, and its Estimation
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Case I1V: random, w(t), u,(t) and AC # 0

Suppose that the attack and disturbance signals are generated randomly according to Gaussian distributions
with zero mean and covariance 10. The gain matrices of Pl-observer K and K; may obtain the following
results:

3.7725 12.476
Kp = |3.1231]| and K; =(11.6132
3.2911 12.1712

Figure 7 and 8, illustrates the states of the system and their estimation. According to the figures, the error
dose not converge to zero (Remark 3), however the average, maximum and minimum value of error are
0.0474, 0.0768, and 0.0181 respectively for 50 experiments and|x(t) — X(t)| < €, that means the error
signal is bonded. As seen, although the attack on input signal increases the error of estimation, it is bonded
and has acceptable range regarding the assumptions of proposed algorithm.

U.B T T T T T T T T T

X

o6 Estimation of X, | |
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0.2
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0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
71 Q2

Figure 8- X, and its Estimation
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Figure 9- X, and its Estimation

6 Conclusion

In the present study, a general design algorithm for Pl observers has been proposed for a MIMO LTI system
under disturbance, model mismatch, and false data injection on the input signal. First, it is necessary to
show the stability of the method. Thus, the Lyapunov theory using LMI approach is used to prove the
stability of the proposed method. This design method guarantees the stability of the observer when the
energy of disturbance signal and upper bound of model mismatch and actuator attack are limited. Then, the
procedure of the observer designed is introduced to obtain the gain of the observer. Finally, a nonlinear
pneumatic artificial muscle example has been given to illustrate the effectiveness of the observer under
different conditions and types of false data injection. For future works, the proposed method can be
extended for tolerant control, attack on the measurement, and model mismatch on input.

Reference

[1] A. Cardenas, S. Amin, S. Sastry: Secure Control: Towards Survivable Cyber-Physical Systems, The
28th International Conference on Distributed Computing Systems Workshops. (2008).

[2] Yan, J., Chen, C. L., Luo, X. Y., Yang, X., Hua, C. C., & Guan, X. P: Distributed formation control for
tele operating cyber-physical system under time delay and actuator saturation constrains, Information
Sciences, (2016), 370-371, 680-694.

[3] Heng Z.,Yifei Q., Huan Z., Jian Z., Jing S.: Testing and Defending Methods Against DOS Attack in
State Estimation, Asian Journal of Control, (2016) 19(4),

[4] Farraj, A., Hammad, E., Kundur, D,: A cyber-physical control framework for transient stability in smart
grids, IEEE Transactions on Smart Grid, (2018), 9(2), 1205-1215.

15


https://onlinelibrary.wiley.com/journal/19346093
https://onlinelibrary.wiley.com/toc/19346093/2017/19/4

[5] Gu, Y., & Li, X. J,: Fault detection for sector-bounded non-linear systems with servo inputs and sensor
stuck faults, Journal of Control and Decision (2018).

[6] Zheng, B., Deng, P., Anguluri, R., Zhu, Q., Pasqualetti, F., :Cross-layer co-design for secure cyber-
physical systems. IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems,
(2016), 35(5), 699-711.

[7] Pajic, M., Weimer, J., Bezzo, N., Tabuada, P., Sokolsky, O., & Lee, I., et al, :Robustness of attack-
resilient state estimators. In Proceedings of ACM/IEEE international conference on cyber-physical systems
(ICCPS), . (2014), pp. 163-174, Berlin, Germany.

[8] Sandberg, H., Teixeira, A., & Johansson, K. H. :0n security indices for state estimators in power
networks, In Proceedings of the first workshop on secure control systems (SCS 2010), Stockholm, Sweden.
[9] Teixeira, A., Shames, I., Sandberg, H., & Johansson, K. H. : A secure control framework for resource-
limited adversaries. Automatica, (2015), 51, 135-148.

[10] Pasqualetti, F., Dorfler, F., & Bullo, F., :Attack detection and identification in cyber-physical systems,
IEEE Transactions on Automatic Control, (2013) ,58(11), 2715-2729.

[11] Fawzi, H., Tabuada, P., & Diggavi, S.: Secure estimation and control for cyber-physical systems under
adversarial attacks, IEEE Transactions on Automatic Control, (2014), 59(6), 1454-1467.

[12] Jiyong Lu, Weizhen Wang, Li Li, Yanping Guo, : Unscented Kalman filtering for nonlinear systems
with sensor saturation and randomly occurring false data injection attacks, Asian Journal of Control,
(2019).

[13] Mishra, S., Shoukry, Y., Karamchandani, N., Diggavi, S., & Tabuada, P.: Secure state estimation:
Optimal guarantees against sensor attacks in the presence of noise. In IEEE, (2015).

[14] Chong, M., Wakaiki, M., & Hespanha, J. : Observability of linear systems under adversarial attacks,
In Proceedings of American control conference (ACC), (2015). pp. 2439-2444, Chicago, IN, USA.

[15] Xie, C. H., & Yang, G. H. : Secure estimation for cyber-physical systems with adversarial attacks and
unknown inputs: an L2-gain method. International Journal of Robust and Nonlinear Control, (2018), 28(6),
2131-2143.

[16] Lu, A. Y., & Yang, G. H. :Switched projected gradient descent algorithms for secure state estimation
under sparse sensor attacks. Automatica submitted for publication, (2017).

[17] Shoukry, Y., & Tabuada, P. :Event-triggered state observers for sparse sensor noise/attacks. IEEE
Transactions on Automatic Control, (2016), 61(8), 2079-2091.

[18] Fawzi, H., Tabuada, P., & Diggavi, S. :Secure estimation and control for cyber-physical systems under
adversarial attacks. IEEE Transactions on Automatic Control, (2014), 59(6), 1454-1467.

[19] An-Yang, L., Guang H. Y., :Secure Luenberger-like observers for cyber—physical systems under
sparse actuator and sensor attacks. Automatica, (2018), (98), pp.124-129.

[20] Yabin,A., Guanghui, S., Jianxing, L., Yang, S., Ligang,W., :State estimation and self-triggered control
of CPSs against joint sensor and actuator attacks. Automatica, (2019).

[21] C. Pichardo-Almarza, A. Rahmani, G. Dauphin-Tanguy, M. Del-gado,:Proportional-integral observer
for systems modeled by bond graph, J. Simulation Modeling Practice and Theory, (2005), 13, pp. 179-211.
[22] V. Singh, :Simplified LMI condition for global asymptotic stability of delayed neutral networks.
Chaotic Solitons and Fractals, Article in Press, (2005), pp. 1-4.

[23] E. K. Boukas, :Static output feedback control for linear descriptor systems : LMI approach.
Proceedings of the IEEE international conference on mechatronics and automation, (2005), pp. 1230-
1236). Niagara Falls, Canada, July.

[24] H K.Khalil, Nonlinear systems, Prentice Hall, (1996),

16



[25] J.J. E.Slotine, W. Li, Applied nonlinear control, Eng-lewood Cliffs, NJ: Prentice-Hall, (1991).
[26] B. Kalita, S.K. Dwivedy,: Nonlinear dynamics of a parametrically excited pneumatic artificial muscle
(PAM) actuator with simultaneous resonance condition, Mechanism and Machine Theory 135 (2019) pp.

281-297

17



