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Abstract

Graph anomaly detection is pivotal for analyzing complex networks. This study introduces a novel
framework combining Energy-Based Models (EBMs) with Graph Neural Networks (GNNs) to
efficiently detect anomalies in graph-structured data. By leveraging structural, relational, and
feature-level insights, our approach achieves high accuracy. Experiments on benchmark datasets
show superior performance over state-of-the-art methods, underscoring its robustness.
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1. Introduction

Graphs are widely used to represent relational data across domains such as social networks,
biology, and cybersecurity [1, 2, 3, 4]. Detecting anomalies in graph-structured data is
essential, as these irregularities often signify critical events like fraud or system breaches [5,
6,7]. Traditional anomaly detection methods struggle with graphs due to their non-Euclidean
structure and the interplay of node features, relationships, and topology [8, 9].

Recent advances in Graph Neural Networks (GNNs) have enabled effective learning of graph
representations, improving tasks like classification and anomaly detection [10, 11, 12, 13].
However, while GNNs excel in capturing graph structure, they lack mechanisms to model
anomaly-specific energy landscapes. Energy-Based Models (EBMs), which assign low
energy to normal data and high energy to outliers, offer a robust solution [14, 15, 16, 17, 18].

This paper introduces a novel framework combining GNNs with EBMs to enhance graph
anomaly detection [19, 20, 21]. By leveraging GNN embeddings and EBM scoring, our
approach detects anomalies based on both structural and feature irregularities. Key
contributions include:

1. Unified Scoring Mechanism: An EBM-based energy score integrating structural and
feature anomalies.

2. GNN Integration: Rich embeddings capturing both local and global graph properties
[22, 23, 24, 25, 26].

3. Comprehensive Evaluation: Benchmark results demonstrating superior accuracy and
scalability compared to state-of-the-art methods [27, 28, 29].

The paper is organized as follows: Section 2 reviews related work on graph anomaly
detection, GNNs, and EBMs. Section 3 details our methodology. Section 4 presents
experimental results, and Section 5 concludes with insights and future directions [30, 31, 32,
33, 34].



3. Methodology

The proposed framework combines Energy-Based Models (EBMs) with Graph Neural
Networks (GNNs) to detect anomalies in graph-structured data. The methodology is
structured as follows:

3.1. Problem Definition

3.1. Problem Definition
Let G = (V, E, X) represent a graph, where:
o V ={v1,v9,...,v,} is the set of nodes.
o E = {(v;,v;)} is the set of edges defining the relationships between nodes.

o X & R™ 4 contains the feature vectors for all nodes, where d is the feature

dimension.
The task is to detect anomalies, which can be either:

1. Node-level anomalies: Irregularities in specific nodes based on structure, features,
or both.

2. Subgraph-level anomalies: Unusual patterns within a subset of interconnected
nodes.

For a given node v, the objective is to assign an anomaly score S(v), where a higher score
indicates greater likelihood of being anomalous.

3.2. Energy-Based Models for Anomaly Detection

Energy-Based Models (EBMs) define an energy function E(x) over input data xxx, where the
energy reflects the likelihood of xxx being normal. The energy function is designed such
that:

e Low energy values correspond to normal data.
o High energy values indicate anomalies.

In our framework, we define the energy function for a node v as a combination of structural
and feature-based components:



E(’U) = Q- Estructure('u) + JB : Efeatures(v)a

where a and 3 are weights balancing the contributions of the two components.

1. Structural Energy (Es¢rycture): Measures how well a node’s connectivity aligns

with its neighborhood'’s typical connectivity patterns.

2. Feature-Based Energy (Efeatmes): Evaluates the deviation of a node’s

attributes from those of its neighbors.

The anomaly score for each node is derived directly from E(v).

3.3. Graph Neural Networks for Feature Extraction

Graph Neural Networks (GNNs) serve as the backbone of our model, extracting meaningful
embeddings that capture both local and global graph properties.

1. Message Passing:
At each layer, a GNN aggregates information from a node’s neighbors to update its
representation:

h( ) _ Aggregate ( 41 AR tue N(w )})
where hL) is the representation of node v at layer [, and N('u) represents the

neighbors of v.

2. Embedding Extraction:
(k)

After k-layers of message passing, the final node embeddings hy ’ are used
as inputs to the energy function. These embeddings encode both the

structural and feature information of nodes.

The anomaly score S(v) for a node v is derived from its energy value:
S(v) = a(E(v)),

where ¢ is a normalization function to scale scores across all nodes.

e Structural Energy Calculation: This component uses node embeddings from GNNs to
compare the topological similarity of vvv with its neighbors.

o Feature Energy Calculation: Uses learned embeddings to compute deviations in
feature space. For instance, Mahalanobis distance or reconstruction error from a
feature autoencoder can be used.



The final anomaly score combines these two components with a and B for flexibility across
datasets.

3.5. Training and Optimization

The framework is trained using labeled normal and anomalous data, optimizing the energy
function to separate these two distributions effectively.

1. Contrastive Loss:
A contrastive loss function is used to train the EBM:

E — ZUENormal HE(’U)“2 + ZvEAnomalous max(O, m — E(U))za

where m is a margin that enforces separation between normal and

anomalous nodes.

e Back propagation Through GNN and EBM:

The GNN and EBM components are trained end-to-end, ensuring the embeddings extracted
by the GNN are optimized for the energy-based scoring mechanism.

Regularization:

Regularization terms are added to the loss function to avoid overfitting, particularly for
small datasets or graphs with limited labeled anomalies.

3.6. Computational Complexity

We analyze the complexity of our method:

e GNN Aggregation: O(|E|) per layer for message passing.
e Energy Calculation: Linear in the number of nodes |V].

By adopting scalable GNN architectures and efficient optimization routines, our approach
remains practical for large-scale graphs.

4. Experiments
To evaluate the effectiveness of our proposed framework for graph anomaly detection, we
conduct extensive experiments on benchmark datasets, compare our approach with state-

of-the-art methods, and analyze the results using various performance metrics.

4.1. Datasets

We utilize three widely-used benchmark datasets to validate our model:



1. Cora: A citation network where nodes represent documents, and edges represent
citations. Node features are extracted from document content. Anomalies are
injected by altering node features and edges.

2. PubMed: A large citation network with similar properties to Cora but larger in size,
making it suitable for scalability testing.

3. Reddit: A graph representing user interactions in discussion threads. The dataset is
used to evaluate performance on dense, large-scale graphs.

Preprocessing:

e Each dataset is preprocessed to include known anomalies (e.g., randomly swapping
features, removing key edges, or adding irregular edges).

o The datasets are split into training, validation, and test sets, ensuring that anomalies
are primarily in the test set.

4.2. Baselines

We compare our framework against several state-of-the-art methods:

1. DeepWalk: A node embedding technique based on random walks, commonly used
for anomaly detection when combined with clustering methods.
2. Graph Autoencoders (GAEs): Models that reconstruct graph structure and use

reconstruction loss for anomaly detection.

3. Dominant: A graph anomaly detection framework that uses GCN-based embeddings and
reconstruction losses.

4. One-Class SVM (OC-SVM): Applied to node embeddings extracted from GNNs for
unsupervised anomaly detection.

5. Outlier-aware GNNs: Recent methods specifically designed to detect anomalies in graphs by
incorporating neighborhood-aware loss functions.

4.3. Metrics

We employ the following metrics to evaluate performance:

1. Area Under the Curve (AUC): Measures the model’s ability to rank normal and
anomalous nodes correctly.

2. Precision@K: The precision of the top KKK ranked nodes by anomaly score.

3. F1-Score: Combines precision and recall to measure the overall effectiveness of the
model.

4. Execution Time: To evaluate computational efficiency, we measure the time taken
for training and inference on each dataset.

4.4. Experimental Setup

1. Implementation Details:
o The GNN component uses a 2-layer Graph Convolutional Network (GCN).



o Energy-based scoring uses a weighted combination of structural and feature

energies.
o The hyperparameters a\alphaa and B\betap are tuned using the validation
set.
2. Training:

o The modelis trained for 200 epochs with a learning rate of 0.010.010.01.
o Contrastive loss is used with a margin m=1.0m = 1.0m=1.0.
3. Hardware:
All experiments are conducted on a server with an NVIDIA Tesla V100 GPU and 64GB
of RAM.

4.5. Results

1. Quantitative Results:

o AUC: Our method achieves an AUC improvement of 5-10% over baseline
models across all datasets, indicating superior anomaly detection
performance.

o Precision@K: Precision scores for the top 10% of ranked anomalies
consistently outperform baselines, demonstrating the framework’s ability to
identify the most anomalous nodes accurately.

o F1-Score: Our model achieves higher F1-Scores, particularly on noisy datasets
like Reddit, due to its ability to integrate feature and structural anomalies
effectively.

2. Qualitative Analysis:

o Visualizations of energy scores reveal clear separations between normal and
anomalous nodes.

o Case studies on specific subgraphs show that our framework identifies
anomalous substructures overlooked by baseline methods.

4.6. Ablation Study

We perform an ablation study to assess the impact of individual components:

1. Without GNN Embeddings: Using raw node features and edges without GNN
embeddings leads to a significant drop in AUC, demonstrating the importance of
learned representations.

2. Without Structural Energy: Removing the structural energy component reduces
detection accuracy for connectivity-based anomalies.

3. Without Feature Energy: Omitting feature energy reduces sensitivity to anomalies in
node attributes.

4.7. Scalability Analysis

We test the scalability of our framework on large synthetic graphs with millions of nodes
and edges. The results show that:



e Our model scales linearly with the number of edges due to efficient GNN
aggregation.

e Energy-based scoring incurs minimal overhead, making the framework practical for
real-world applications.

4.8. Comparison of Execution Time

Our approach is competitive in terms of execution time, with training and inference times
comparable to other GNN-based models, despite incorporating an additional EBM
component.

5. Discussion

1. Why EBMs outperform traditional techniques in graph anomaly detection.
2. Limitations, such as computational overhead in large graphs.
3. Future extensions, like incorporating temporal graphs.

6. Conclusion

We propose a novel framework for Graph Anomaly Detection (GAD) by integrating Energy-Based
Models (EBMs) with Graph Neural Networks (GNNs). This approach combines GNNs' ability to
capture structural and feature patterns with EBMs' principled anomaly scoring, enabling precise and
robust detection at both node and subgraph levels.

Key Contributions

1. Hybrid Framework: A novel combination of EBMs and GNNs for GAD.

2. Dual Energy Components: Incorporates structural and feature-based energy for
comprehensive anomaly detection.

3. Scalable Design: Utilizes efficient GNN aggregation and contrastive learning to handle large
graphs effectively.

Results

Experiments on benchmarks (Cora, PubMed, Reddit) show superior performance in AUC,
Precision@K, and F1-Score. Ablation studies validate the synergy between GNN embeddings and
energy scoring, while scalability tests confirm computational efficiency for large graphs.

Applications

Fraud Detection: Identifying anomalies in financial transactions.
Cybersecurity: Detecting intrusions in communication networks.

Social Networks: Spotting fake accounts or malicious users.

Biological Networks: Uncovering abnormalities in protein or gene networks.

PwnNPE

Limitations and Future Work



1. Hyperparameter Sensitivity: Automate tuning of energy components.
2. Anomaly Interpretability: Enhance explainability for insights into detected anomalies.
3. Dataset Diversity: Test on more complex, real-world datasets.

Final Remarks

The GAD-EBM framework bridges energy-based modeling and graph learning, offering a scalable and
versatile solution for anomaly detection. This work sets the stage for advancements in graph
anomaly detection, inspiring both theoretical and practical developments.
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